Acceptable Use Policy (AUP
for KeepSilent

Effective Date: April 18, 2025

At KeepSilent, we are dedicated to maintaining a secure and collaborative environment for all users of our software
development services and platforms. This Acceptable Use Policy (AUP) outlines the rules and guidelines for using our
services. By accessing or using KeepSilent’s platforms, you agree to comply with this policy. Violations may lead to

account suspension, termination, or legal action.

1. Purpose of the Policy

1.1 The AUP is designed to protect KeepSilent, its users, and the integrity of its platforms and services.
1.2 This policy applies to all users, including individuals, businesses, and entities accessing or using KeepSilent’s

services.

2. Prohibited Activities

Users of KeepSilent may not engage in any of the following activities:

2.1 lllegal Activities

¢ Using the platform to upload, share, or distribute content that violates applicable laws or regulations.

e Engaging in or facilitating fraudulent activities.

2.2 Intellectual Property Violations

o Uploading, sharing, or using code, data, or content that infringes on third-party intellectual property rights,

including copyrights, trademarks, or trade secrets.

2.3 Abusive Behavior

e Harassing, threatening, or abusing other users, clients, or KeepSilent employees.

e Sending unsolicited or unauthorized communications, such as spam.

2.4 Data Misuse

¢ Uploading inaccurate, false, or malicious data or code.

o Attempting to access, collect, or share personal or confidential data of other users without authorization.



2.5 Harmful Activities

e Uploading or sharing viruses, malware, or other harmful code or content.

o Attempting to hack, disrupt, or compromise the security of KeepSilent’s platforms or systems.

3. User Responsibilities

3.1 Data Accuracy: Users must ensure all uploaded data, code, or content is accurate, lawful, and complies with
KeepSilent's standards.
3.2 Account Security: Users are responsible for maintaining the confidentiality of their account credentials and for all
activities conducted under their account.

3.3 Compliance: Users must comply with all applicable laws, this AUP, and KeepSilent's Terms and Conditions.

4. Platform-Specific Restrictions

4.1 Code and Data

o Users must not upload sensitive personal data (e.g., personal identification numbers, financial data) without

explicit consent.

o Users are responsible for obtaining all necessary permissions to share or use uploaded data or code.

4.2 Service Usage

e Any credits, licenses, or features provided by KeepSilent must be used in accordance with our policies and

cannot be resold, transferred, or exchanged outside the platform.

5. Monitoring and Enforcement

5.1 Monitoring

o KeepSilent reserves the right to monitor user activities to ensure compliance with this AUP, while respecting user

privacy in accordance with our Privacy Policy.

5.2 Enforcement

¢ Violations of this policy may result in:
o Suspension or termination of user accounts.
o Removal of prohibited content or code.

o Legal action, if applicable.

5.3 Reporting Violations

e Users are encouraged to report violations of this policy to support@keepsilent.dev.



6. Limitations of Liability

6.1 KeepSilent is not responsible for any content, code, or data uploaded by users, including its accuracy, legality, or
compliance with this AUP.

6.2 Users assume full responsibility for their actions and any consequences arising from violations of this policy.

/. Policy Updates

7.1 KeepSilent reserves the right to update this AUP at any time.

7.2 Changes will be effective upon posting, and users will be notified of significant updates.

8. Contact Information

If you have questions or concerns about this policy, please contact us:

o Email: support@keepsilent.dev
¢ Phone: +380665832642
e Address: Kyiv, Ukraine, Tyrasploska 47 street, office 1

By using KeepSilent's services, you acknowledge and agree to this Acceptable Use Policy. Non-compliance may result in

consequences as outlined above.

Cookie Policy for KeepSilent

Effective Date: April 18, 2025

At KeepSilent, we value your privacy and are committed to being transparent about the technologies we use. This Cookie
Policy explains what cookies are, how we use them on our software development platforms and websites, and your rights

regarding their use.

1. What Are Cookies?

Cookies are small text files stored on your device (computer, tablet, or smartphone) when you visit a website. They allow

websites to remember your preferences, enhance your user experience, and provide relevant content.

2. Types of Cookies We Use

2.1 Essential Cookies



These cookies are necessary for the KeepSilent platform to function correctly. They enable core features such as page

navigation and secure access to specific areas of the platform.

2.2 Performance Cookies

These cookies gather data on how users interact with the platform, including pages visited and any errors encountered.

This information helps us optimize the platform’s performance.

2.3 Functional Cookies

Functional cookies enable the platform to remember your preferences, such as language settings or login details, to

deliver a more personalized experience.

2.4 Marketing and Analytics Cookies

These cookies track your online activity to help us provide relevant advertisements and measure the effectiveness of our

marketing campaigns.

3. How We Use Cookies

We use cookies to:

e Recognize your device and preferences during visits.
e Enhance the functionality and performance of the platform.
e Analyze user behavior to improve our services and user experience.

o Deliver targeted marketing content and advertisements.

4. Third-Party Cookies

KeepSilent may use third-party services, such as analytics providers (e.g., Google Analytics) and advertising networks,
which may place cookies on your device. These third parties have their own privacy and cookie policies, and we

recommend reviewing them.

5. Your Choices Regarding Cookies

5.1 Managing Cookies in Your Browser

Most web browsers allow you to manage cookies through their settings. You can:

o Enable or disable cookies.

e Delete cookies already set.

Please refer to your browser’s help documentation for specific instructions.



5.2 Opt-Out Tools

You can opt out of targeted advertising using tools provided by organizations such as:

o Network Advertising Initiative (NAI)
o Digital Advertising Alliance (DAA)

6. Consequences of Disabling Cookies

Disabling cookies may impact the functionality of the KeepSilent platform. Some features may not work as intended, and

your overall experience may be limited.

/. Updates to This Policy

KeepSilent reserves the right to update this Cookie Policy at any time. Changes will be posted on this page, and the

"Effective Date" will be updated accordingly. Your continued use of the platform constitutes acceptance of the updated

policy.

8. Contact Us

If you have any questions or concerns about this Cookie Policy, please contact us:

o Email: support@keepsilent.dev
¢ Phone: +380665832642
e Address: Kyiv, Ukraine, Tyrasploska 47 street, office 1

By using the KeepSilent platform, you agree to the use of cookies as described in this policy.

Data Processing Agreement
(DPA) for KeepSilent

Effective Date: April 18, 2025

This Data Processing Agreement ("DPA") forms part of the agreement between you ("Controller") and KeepSilent
("Processor"). It governs the Processor's processing of personal data on behalf of the Controller in connection with the

software development services provided by KeepSilent.

1. Definitions



1.1 Controller: The entity that determines the purposes and means of processing personal data.
1.2 Processor: The entity that processes personal data on behalf of the Controller.
1.3 Personal Data: Any information relating to an identified or identifiable natural person.
1.4 Processing: Any operation or set of operations performed on personal data (e.g., collection, storage, use, deletion).
1.5 Data Subject: The individual whose personal data is processed.

1.6 Sub-Processor: Any third party engaged by the Processor to process personal data.

2. Roles and Responsibilities

2.1 The Controller determines the purposes and means of processing personal data.
2.2 The Processor processes personal data only on documented instructions from the Controller unless required to do so
by law.
2.3 Both parties agree to comply with applicable data protection laws, including but not limited to the General Data

Protection Regulation (GDPR).

3. Scope of Processing

3.1 Nature and Purpose: The Processor processes personal data solely for the purpose of providing software
development, project management, and related services as specified in the agreement.
3.2 Duration: Processing shall continue for the duration of the Controller's use of KeepSilent's services.
3.3 Types of Data: Contact information, project-related data, and other data as determined by the Controller.

3.4 Data Subjects: Individuals whose data is uploaded or shared on the KeepSilent platform.

4. Processor Obligations

4.1 Confidentiality: Ensure that all personnel authorized to process personal data are subject to confidentiality
obligations.
4.2 Security Measures: Implement appropriate technical and organizational measures to protect personal data against
unauthorized access, alteration, disclosure, or destruction.

4.3 Sub-Processors:

o Obtain the Controller's authorization before engaging any Sub-Processor.

o Ensure that Sub-Processors comply with obligations equivalent to those set out in this DPA.
4.4 Data Subject Rights: Assist the Controller in responding to requests from data subjects to exercise their
rights (e.g., access, rectification, deletion).
4.5 Data Breach Notification: Notify the Controller without undue delay upon becoming aware of a personal data

breach.

5. Controller Obligations



5.1 Lawful Processing: Ensure that personal data is collected and processed lawfully and that data subjects are
informed about the processing.
5.2 Instructions: Provide clear, documented instructions to the Processor regarding the processing of personal data.

5.3 Data Subject Requests: Manage data subject requests in collaboration with the Processor, where applicable.

6. Data Transfers

6.1 Personal data shall only be transferred outside the European Economic Area (EEA) if adequate safeguards are in

place, such as Standard Contractual Clauses (SCCs) or equivalent measures.

/. Audits and Inspections

7.1 The Controller has the right to conduct audits or inspections of the Processor's processing activities, subject to
reasonable notice and mutual agreement on scope and timing.

7.2 The Processor shall provide all necessary information to demonstrate compliance with this DPA.

8. Return or Deletion of Data

8.1 Upon termination of services, the Processor shall, at the Controller's choice, return or securely delete all personal

data, unless retention is required by law.

9. Liability

9.1 Each party shall be liable for its respective obligations under this DPA and applicable data protection laws.

10. Amendments

10.1 This DPA may be updated to reflect changes in data protection laws or processing activities. The Controller will be

notified of any material changes.

11. Contact Information

For questions or concerns regarding this DPA, please contact:

o Email: support@keepsilent.dev
e Phone: +380665832642
o Address: Kyiv, Ukraine, Tyrasploska 47 street, office 1

By using KeepSilent's services, the Controller acknowledges and agrees to the terms outlined in this DPA.



Privacy Policy for KeepSilent

Effective Date: April 18, 2025

KeepSilent ("we," "our," or "us") is committed to protecting your privacy and ensuring transparency in how your personal
information is collected, used, and safeguarded. This Privacy Policy outlines the data practices for our software

development platforms and services ("Service"), accessible via our website (keepsilent.dev) and associated services.

By using our Service, you agree to the terms of this Privacy Policy.

1. Information We Collect

We collect information to provide, improve, and secure our Service, ensure compliance, and protect your data. The

following types of information may be collected:

1.1 Information You Provide

e Account Information: Name, email address, phone number, and other details submitted during registration or
project collaboration.

o Project Data: Code, files, or other data voluntarily uploaded to our platforms for development purposes, which
may include personal information about you or third parties.

o« Communication Data: Messages, inquiries, or feedback shared with us.

1.2 Automatically Collected Information

e Log Data: IP address, browser type, operating system, and access timestamps.
o Cookies and Tracking Technologies: Data on user preferences, session details, and browsing behavior (see

our Cookie Policy for details).

1.3 Third-Party Data

o We may receive additional information from trusted third parties, such as payment processors or collaboration

tools, to facilitate our Service.

2. How We Use Your Information

We process your information for the following purposes:

¢ To operate, maintain, and enhance the Service.
e To manage and improve project workflows and deliverables.
¢ To ensure compliance with applicable laws and platform policies.

e To communicate with you regarding project updates, service notifications, or promotional offers.



o To protect the security and integrity of our platforms.

3. Sharing Your Information

We may share your data under the following circumstances:

o With Service Providers: To assist with hosting, analytics, communication, or development tasks.
o Compliance with Laws: When required to comply with legal obligations, such as responding to subpoenas or

court orders.

o Business Transactions: If KeepSilent is sold, merged, or reorganized, your data may be transferred to new

ownership.

e Protection of Rights: To safeguard the rights, property, or safety of KeepSilent, its users, or others.

We do not sell your personal data to third parties.

4. User Responsibilities for Uploaded Data

Users who upload data (e.g., code, files, or personal information) to our platforms are solely responsible for ensuring that:

1. The data complies with applicable laws (e.g., GDPR, CCPA).
2. They have obtained all necessary permissions to process and share third-party data.

3. The uploaded data is accurate, relevant, and free from malicious content.

Liability Disclaimer:
KeepSilent acts as a data processor for user-uploaded data and is not responsible for the content or legality of data
submitted by users. Users agree to indemnify and hold KeepSilent harmless from any claims, fines, or damages resulting

from improper use of the platform or violation of privacy laws.

5. Data Security

We implement industry-standard measures to protect your data from unauthorized access, alteration, or loss, including:

e Encrypted data transmission using SSL/TLS.
e Secure storage of personal and project data.

e Regular vulnerability assessments and audits.

Despite our efforts, no method of data transmission or storage is 100% secure. By using our platform, you acknowledge

and accept this risk.

6. Data Retention

We retain your data only for as long as necessary to provide the Service and comply with legal obligations. Users may

request the deletion of their data by contacting us (see Section 9).



/. Your Rights

Depending on your location, you may have the following rights regarding your data:

7.1 For EU/EEA Residents (GDPR)

¢ Right to Access: Obtain copies of your data.

¢ Right to Rectification: Correct inaccurate or incomplete data.

o Right to Erasure: Request deletion of your data ("Right to Be Forgotten").
¢ Right to Restrict Processing: Limit how your data is processed.

¢ Right to Data Portability: Receive your data in a structured format.

¢ Right to Object: Withdraw consent or object to data processing.

7.2 For California Residents (CCPA)

¢ Right to Know: Access details about the data we collect and share.
¢ Right to Delete: Request deletion of your data.

¢ Right to Opt-Out: Prevent the sale of your data (note: we do not sell data).

7.3 Exercising Your Rights

To exercise your rights, contact us at privacy@keepsilent.dev. We may request verification of your identity to process

your request.

8. International Data Transfers

Your data may be stored or processed outside your country of residence, including in jurisdictions with different data

protection laws. We ensure appropriate safeguards are in place for such transfers.

9. Contact Us

If you have any questions, concerns, or requests regarding this Privacy Policy, please contact us:

o Email: privacy@keepsilent.dev

¢ Mail: KeepSilent, Tyrasploska 47 street, Office 1, Kyiv, Ukraine

10. Changes to This Privacy Policy

We reserve the right to update this Privacy Policy at any time. Changes will be posted on this page with a revised

effective date. We encourage you to review this policy periodically.



11. Disclaimer

KeepSilent provides tools to facilitate software development and collaboration. While we take precautions to protect data,
we cannot guarantee the legality, accuracy, or completeness of user-uploaded data. Users are solely responsible for

compliance with applicable laws regarding data usage.

Refund and Cancellation
Policy for KeepSilent

Effective Date: April 18, 2025

At KeepSilent, we are committed to delivering high-quality software development services and ensuring a seamless user
experience. This Refund and Cancellation Policy outlines the terms and conditions regarding refunds and cancellations

for our platform and services.

1. General Policy

1.1 This policy applies to all users of the KeepSilent platform who purchase or subscribe to our services.

1.2 By using our services, you agree to the terms outlined in this Refund and Cancellation Policy.

2. Eligibility for Refunds

Refunds are granted under the following circumstances:
2.1 Technical Errors: If a payment is processed incorrectly due to a technical issue on our platform, we will provide a
refund for the affected transaction.
2.2 Service Unavailability: If KeepSilent fails to deliver the purchased service due to platform downtime or other
technical issues caused by us, a prorated refund may be issued.

2.3 Double Charges: In case of accidental double billing, we will refund the duplicate amount.

3. Non-Refundable Situations

Refunds will not be granted for the following:

3.1 Change of Mind: Refunds are not issued if you decide to discontinue using the service for personal reasons.
3.2 Improper Use: Refunds will not be provided if services are misused, including violations of our Terms and
Conditions.

3.3 Third-Party Services: Payments made to third-party platforms or providers associated with KeepSilent are non-

refundable and are governed by their respective policies.



4. Cancellation Policy

4.1 Subscription Plans

¢ Users may cancel their subscriptions at any time through their account settings.
e Upon cancellation, services will remain active until the end of the current billing cycle, but no further charges will
be applied.

¢ No refunds will be provided for unused portions of the subscription period.

4.2 One-Time Purchases

o All one-time purchases, such as project development fees or other non-recurring services, are non-refundable

once delivered.

5. Refund Request Process

To request a refund:

5.1 Contact Us: Submit your request via email at support@keepsilent.dev with the following details:

o Full Name
o Contact Information
e Transaction ID or Receipt Number
¢ Reason for Refund Request
5.2 Verification: Once we receive your request, our support team will verify the details and eligibility for a refund.

5.3 Decision: You will be notified via email about the outcome of your request within 7-10 business days.

6. Refund Timeline

6.1 Refunds will be processed within 7-10 business days after approval.

6.2 The time for the refund to reflect in your account may vary based on your bank or payment provider.

/. Changes to the Policy

KeepSilent reserves the right to amend this Refund and Cancellation Policy at any time. Updates will be posted on this

page, and the "Effective Date" will be revised accordingly.

8. Contact Us

If you have any questions or require assistance regarding refunds or cancellations, please contact us:

o Email: support@keepsilent.dev



¢ Phone: +380665832642
o Address: Kyiv, Ukraine, Tyrasploska 47 street, office 1

By using the KeepSilent platform, you agree to this Refund and Cancellation Policy.

Terms and Conditions for
KeepSilent

Effective Date: April 18, 2025

Welcome to KeepSilent! These Terms and Conditions outline the rules and regulations for the use of the KeepSilent
software development platforms and services. By accessing or using our platforms, you agree to comply with and be

bound by these terms. If you do not agree with any part of these terms, you must not use our services.

1. Definitions

o Platform: Refers to the KeepSilent website, applications, and software development services.
e User: Any individual or entity accessing or using the Platform.

¢ Content: Includes code, files, data, and materials uploaded or provided by Users on the Platform.

2. Eligibility

e Users must be at least 18 years old to use the Platform.
o By using the Platform, you represent and warrant that you meet the eligibility requirements and have the authority

to enter into this agreement.

3. User Responsibilities

3.1 Account Security

¢ You are responsible for maintaining the confidentiality of your account credentials.

e You agree to notify KeepSilent immediately of any unauthorized access or breach.

3.2 Prohibited Activities

Users agree not to:

e Upload or share false, misleading, or illegal data or code.
e Use the Platform for spamming, phishing, or other malicious activities.

o Violate intellectual property rights or share proprietary information without permission.



4. Data Uploads

4.1 User Responsibility

Users are solely responsible for the accuracy and legality of the data or code they upload to the Platform.

KeepSilent acts as a repository and is not responsible for validating the legality or quality of uploaded content.

4.2 Data Ownership

By uploading data or code, you grant KeepSilent a worldwide, royalty-free, non-exclusive license to store, use,

and process the data to provide Platform services.

4.3 Data Leaks and Liability

While KeepSilent employs industry-standard security measures, it is not liable for any damages arising from data

leaks, unauthorized access, or breaches.

5. Use of Platform

Users agree to use the Platform in compliance with all applicable laws and regulations.
KeepSilent reserves the right to suspend or terminate accounts that violate these Terms or engage in suspicious

activities.

6. Payment Terms

6.1 Service Fees

KeepSilent operates on a fee-based system for services, such as project development or subscriptions, as

outlined on the Platform.

6.2 Refund Policy

All payments are final. Refunds are not available except in cases of verified technical issues caused by the

Platform.

/. Limitation of Liability

KeepSilent provides services "as is" without warranties of any kind, whether express or implied.
To the maximum extent permitted by law, KeepSilent shall not be liable for indirect, incidental, or consequential

damages.



8. Intellectual Property

o Allintellectual property on the Platform, excluding user-uploaded content, is owned by KeepSilent.

o Users may not copy, distribute, or modify any part of the Platform without prior written consent.

9. Termination

o KeepSilent reserves the right to suspend or terminate your account at its sole discretion for violations of these
Terms.

¢ Upon termination, your rights to use the Platform will cease immediately.

10. Indemnification

o Users agree to indemnify and hold KeepSilent, its affiliates, and employees harmless from any claims, losses, or

damages arising from their use of the Platform.

11. Governing Law

e These Terms are governed by the laws of Ukraine, without regard to its conflict of law principles.

¢ Any disputes shall be resolved exclusively in the courts of Kyiv, Ukraine.

12. Changes to Terms

o KeepSilent reserves the right to modify these Terms at any time.
o Users will be notified of significant changes, and continued use of the Platform constitutes acceptance of the

updated Terms.

13. Contact Information

If you have any questions about these Terms, please contact us:

¢ Email: support@keepsilent.dev
¢ Phone: +380665832642
e Address: Kyiv, Ukraine, Tyrasploska 47 street, office 1

Acknowledgment

By using KeepSilent, you acknowledge that you have read, understood, and agree to these Terms and Conditions.



[loniTnka BUKOPUCTAHHSA
doanniB cookie gng
KeepSilent

[ata HaGpaHHA YnHHOCTI: 18 kBiTHA 2025 poky

Y KeepSilent mu LiHyeMO BaLly KOHMIAEHUINHICTb | NparHemMo A0 NPO30POCTi WOAO0 TEXHOMOFIN, siki MU BUKOPUCTOBYEMO.
Lia MNoniTnka BrkopucTaHHA dannis cookie NOSICHIOE, WO Take dannum cookie, Sk My iX BUKOPUCTOBYEMO Ha HaLLUX

nnatcopmax i BebcariTax i3 po3pobKu NnporpamMHoro 3abesneyeHHsl, a TakoX Balli Npaea LWoao X BUKOPUCTaHHS.

®awinu cookie — Lie HeBenwviki TEKCTOBI hannu, Aki 36epiraloTbCa Ha BaWOMy NPUCTPOI (KOMM'OTEpI, NNaHLLETi Yn
cMapTdoHi) nia Yac BiaBiayBaHHsA BeGcanTy. BoHn go3BonsaoTe BebcanTam 3anam’aToByBaTh Ballli HANalITyBaHHS,

nokpatllyBaTh Ball KOPUCTYBAaLbKMI A0OCBIf | HagaBaTu peneBaHTHUN KOHTEHT.

Lli dhanu cookie HeobxigHi ona HanexHoro dyHKLUioHyBaHHA nnatgopmu KeepSilent. BoHn 3a6e3nevyoTb OCHOBHI

dYHKLT, Taki SK HaBirauis no ctopiHkax i 6e3neyHnn JocTyn Ao NEBHUX PO34iniB nnaThopMu.

2.2 ®annu cookie ona aHanisy npoayKTMBHOCTI

Lli davinu cookie 36upatoTb gaHi Mpo Te, K KOpUCTyBayi B3aEMOAIIOTh i3 MnaTdopMoto, BKIOYakoum BiABiAyBaHi CTOPIHKK

Ta BuaBneHi nomunku. Lis iHpopmauis gonomarae Ham onTUMI3yBaTy NPOOYKTUBHICTb nnatgopmu.

2.3 OyHKUioHanbHi doannun cookie

dyHKUioHanbHI harnm cookie 403BONAITL NNAT(OPMi 3anam’aToByBaTH Balli HANaLWTYBaHHS, Hanpuknazg MoBHi

napameTpu abo aaHi 4nsa Bxoay, Wob6 3abe3ne4nTn OinbLL NepcoHanisoBaHUn 4oCBia,.

2.4 MapkeTuHroBi Ta aHaniTM4Hi pannm cookie

Lli dpaiinu cookie BigcTexytoTb Bally OHMaNWH-aKTUBHICTb, W06 AONOMOITY HaM HaJaBaTh perieBaHTHY peknamy Ta

OLUiHIOBaTN e(PEKTUBHICTb HALLIMX MapKETUHIOBUX KaMMaHil.

3. AK M1 BUKOPUCTOBYEMO bausnin cookie

Mwu BukopucToByemo hannu cookie ons:

e PosnizHaBaHHA BaLLOro NPUCTPOIO Ta HaNawTyBaHb Nifg Yac BiABiAyBaHb.
o [lokpaleHHs yHKUiOHaNbHOCTI Ta NPOAYKTUBHOCTI NnaTdopmu.

e AHanizy noBeAiHKN KOPUCTYBaYiB AN BOOCKOHANEHHS HaLLMX NOCNYT i KOPUCTYBaLbKOro A4OCBiay.



e HapaHHs uinboBoro MapKeTUHIroBOro KOHTEHTY Ta peKknamu.

4. CTOpOoHHI hannu cookie

KeepSilent moxe BukoprcTOBYyBaTM NOCAYrM TPETIX CTOPIH, Taki Ak aHaniTMYHi cepaicu (Hanpuknag, Google Analytics) i
peknamHi Mepexi, SKi MoXyTb po3millyBati pannm cookie Ha Baliomy npuctpoi. Lli TpeTi CTOpoHu mMatoTb BnacHi

NOniTUKN KOHMIAEHUIMHOCTI Ta BUKOPUCTaHHSA hannis cookie, ki MM pekoMeHOYEMO NepernsaHyTn.

5. Bawi moxnueocTi Wwoao gaunnis cookie

5.1 KepyBaHHa dpaninamu cookie y Bawomy 6pay3sepi

BinbLicTb Be66pay3epiB [03BONATL KepyBaTh hannamm cookie Yyepes ixHi HanawTyBaHHs. Bu moxerte:

e YBiMKHYTM ab0 BUMKHYTU (hannm cookie.

e Bupanutu cannm cookie, ski BXe Gynv BCTaHOBMEHI.

Byab nacka, 3BepHiTbCA 40 AOKYMeHTaLil Baloro 6pay3epa Ans OTPUMaHHS AeTarnbHUX iIHCTPYKLN.

5.2 [HCTpYMEHTH BIAMOBMU

Bu MoxeTe BiAMOBUTUCSA Bif LiNbOBOI peknamu, BAKOPUCTOBYHOYM iIHCTPYMEHTU, HaAaHi TakuMu opraHisauismu, sK:

¢ Network Advertising Initiative (NAI)
o Digital Advertising Alliance (DAA)

6. Hacnigkm BigkntoveHHA dpannis cookie

BigkntoueHHs dpaviniB cookie Moxe BNAMHYTU Ha dyHKUiOHanbHICTb nnatdopmn KeepSilent. Jeski dyHKUIT MOXYTb He

npautoBaTh HaneXxHMM YMHOM, a Ball 3ararbHUn JOCBI4 MOXe 6yTVI 0OMEeXeHNUM.

/. OHOBIMEHHS L€l NoniTukn

KeepSilent sanuwwae 3a coboto npaBo oHoBnBaTh Lo [oniTuKy BUKOpUCTaHHA dannis cookie B Byab-akuin yac. 3miHn
OyoyTb onybnikoBaHi Ha Uil CTOpiHUI, a AaTa HabpaHHA YMHHOCTI Byae oHoBrneHa BignoBigHO. MpoaoBXKeEHHS

BUKOPUCTaHHS NIaTopMmn o3Hayvae NPUNHATTS OHOBMEHOT MOMITUKN.

8. KoHTaKTHa IH(bopmaLis

AKwo y Bac € 3anuTaHHA YM 3aHeNOKOEHHS Wwoao uiei MoniTukmu BukopuctaHHs cannis cookie, 3B’AXITbCA 3 HAMMU:

o EnektpoHHa nowrTa: support@keepsilent.dev



o TenecpoH: +380665832642

e Appeca: KniB, YkpaiHa, Byn. Tupacnonbcbka, 47, odic 1

Kopuctytounce nnatgopmoto KeepSilent, Bu norogxyerecsi 3 BAKOPUCTaHHSAM dpannis cookie, sik onmMcaHo B Ui noniTui.

[ToniTnka KoHIOEeHUINHOCTI
ana KeepSilent

DaTta HaGpaHHsA YMHHOCTI: 18 KBiTHA 2025 poKy

KeepSilent («Mn», «Haww» abo «Hac») nparHe 3axuwartu Bally KOHMiAeHUinHICTb | 3abe3nevyBaTy NPO30piCTb LLOAO
360py, BUKOPUCTaHHS Ta 3axMCTy BaLloi ocobuctoi iHdopmalii. Lis Monitvka koHgiaeHUIMHOCTI onncye npakTuku
06po6kM gaHux Ansa Hawmx nnatdopm i Nocnyr i3 po3pobku nporpamHoro 3abeaneyeHHs («Cepgicy), AOCTYNHUX Yepes

Haw BebcawnT (keepsilent.dev) Ta nos’a3aHi cepsicu.

KopucTtytouncs Hawmm CepBicom, BM norogxyerecs 3 ymoBamu Liei [NoniTnku KoHigeHUINHOCTI.

1. IHopmauis, aKy M 30Mpaemo

Mwu 36mpaemo iHdhopmaLito Ans HagaHHs, NOKpaLLEHHs Ta 3axMcTy Haworo Cepgicy, 3abe3neyvyeHHst BignoBiaHOCTI

BMMOraM i 3axXuCTy BallMX AaHWX. 30MparoTbCs HACTYNHI TUNW iHopmalLlii:

1.1 I[HopMaLia, Ky BU HagaeTe

¢ IHdopmauis npo obnikoBui 3anuc: IM's,, agpeca enekTpoHHOT MOLITU, HOMep TenedoHy Ta iHLWi AaHi, HapaHi
nig, Yac peectpalii abo cniBnpaui Hag NpoekTamu.

o [OaHi npoekTiB: Koa, dannu abo iHwi aaHi, 4OOPOBINbHO 3aBaHTaXEHi Ha HaLi NnaTtgopMu Ans Uinen po3pobku,
AKi MOXYTb MICTUTW 0coBUCTyY iHcbopMmaLiito Npo Bac abo TpeTix ocib.

o [aHi komyHikauii: [oBigomMneHHs, 3anuTn abo BiArykn, SKUMN BU OiNUTECS 3 HAMM.

1.2 IHpopmauiq, 3ibpaHa aBTOMaTUYHO

o [aHi xypHaniB: IP-agpeca, Tun 6paysepa, onepadiiHa cuctema Ta 4acoBi MiTKM JOCTYnY.
o ®dannu cookie Ta TexHonorii BigcTexeHHs: [laHi Npo HanalTyBaHHS KOPUCTYBadiB, AeTani CeaHciB i NOBefiHKY

nig Yac nepernagy (goknagHiwe Ave. y Hawin MoniTyui BukopuctaHHa dannis cookie).

1.3 [aHi Big TpeTix CTOpiH

e Mwu MOXemMo oTpuMyBaTV [OAATKOBY iHOpMaLito Bif AOBIPEHUX TPETIX CTOPIH, TAKUX SIK NNaTikHi cuctemun abo

iHCTpYMeHTM AN cnienpadi, Ans 3abe3neveHHsa poboTtu Haworo Cepsicy.



2. ZIK MM BUKOPUCTOBYEMO Ballly
IHdbopMmaUuito

Mwu o6pobnsiemo Bally iHbopmMaLito AN HACTYMHUX LiNen:

o [1nsa poGotun, niaTpumkm Ta nokpaileHHsi Cepaicy.

e [Ina ynpaBniHHS Ta BOOCKOHANEHHst pobo4unx NpoLecis i pedynbsraTiB NpOEKTIB.

o [1ns 3abe3neyeHHst BignNoBiAHOCTI YNHHMM 3aKoHaM i noniTukam nnatdopmu.

e [Insa cninkyBaHHs 3 BamMu LLIOAO0 OHOBIEHb NPOEKTIB, MOBIAOMIMEHb NPO cepBic abo peknamHUX NPono3unLLin.

o [1na 3axmcTy 6e3neku Ta LiniCHOCTI HAaWnX NnaTtgopM.

3. lNownpeHHsa Bawiol iHpopmMau

Mwn MOXXemo AinuMTucs BawmMMmn gaHnmm 3a HaCTynHUX obcTaBuH:

¢ 3 noctayanbHUKamu nocnyr: [nsa JOnoMOoru 3 XOCTUHIOM, aHaniTMKOK, KOMYHikauieto abo 3aBgaHHSIMMU
pO3pO6KM.

o BignoBigHicTb 3akoHaM: Konu ue HeoOXigHO ANs BUKOHAHHS OpUANYHNX 3060B’A3aHb, Hanpuknag, y Bignosigb
Ha MOBICTKM YN CydOBi HaKasu.

o bBi3Hec-onepauii: Y pasi npogaxy, 3nutta abo peopranisadii KeepSilent Bawwi gaHi moxyTb 6yTv nepenaHi
HOBOMY BITACHUKY.

e 3axucTt npaB: [Jnsa 3axucTy npas, BnacHocTi abo 6e3nekn KeepSilent, i kopuctysadiB abo iHLWKMX oCib.

Mwn He npogaemo BaLli 0COBUCTI AaHi TPETIM CTOPOHaM.

4. ODOB’A3KM KOPUCTYBaYiB OO0
3aBaHTaXEeHUX OaHUX

KopucTyBaui, fiki 3aBaHTaXyoTb AaHi (Hanpuknag, kog, davinm 4m ocobucTy iHpopmaLilo) Ha Halwi nnaTtgopmu, HeCcyTb

OOHOOCIOHY BigNOBiAanbHICTL 3a 3a0e3ne4eHHs Toro, LWoo:

1. OaHi BignosigatoTb YMHHUM 3akoHaMm (Hanpuknaa, GDPR, CCPA).
2. BoHu oTpuManu Bci HeobxigHi 4o3BoNM Anst 06pobKKM Ta NOLUMPEHHS AAaHUX TPETIX OCib.

3. 3aBaHTaxeHi AaHi € TOYHUMMW, PENEBAHTHUMY Ta HE MICTSTb LUKIONIMBOrO BMICTY.

BiamoBa Big BignoBiganbHOCTI:
KeepSilent BucTynae sik 06poOHuMK faHux AN AaHKX, 3aBaHTaXeHMX KOpUCTyBayamu, i He Hece BignosigansHOCTI 3a
BMIiCT ab0 3aKOHHICTb AaHuX, NoAaHuX KopucTyBadamu. KoprcTtyBadi norogxytoTecs 3BinbHNTM KeepSilent Big
BiANOBiAanbHOCTI 3a Byab-AKi NpeTeHsii, wTpadu abo 36UTKK, L0 BUHUKAIOTL Yepes HeHaNeXHe BUKOPUCTaHHS

nnatcopmm abo NopyLUEHHS 3aKOHIB NPO KOHMIAEHLIAHICTb.



5. be3neka naHux

Mwu BnpoBagKyeMo ranysesi CTaHAapTW 3aXMCTy BalMX AaHUX Bif HECaHKLiOHOBAHOro JOCTYyMy, 3MiHM abo BTpaTy,

30KpemMa:

o LlndpysaHHsa nepegadi AaHux 3a gonomorot SSL/TLS.
o bBesneyHe 36epiraHHS 0COBUCTUX | NPOEKTHMX AaHUX.

e PerynsapHi ouiHkn BpasnusocTen i ayauTu.

HesBaxkaroum Ha Hawwli 3ycunns, xxogeH Metod nepenadi um 36epiraHHs aaHunx He € Ha 100% 6e3nevHnmM. KopucTyrouncs

HaLLOo NNaTgopMOto, BU BUHAETE Ta NPUNMaETe Liel PUSKK.

6. 30epiraHHA gaHuX

Mw 36epiraemo BaLli AaHi nuLle CTinbKK, CKiNbk HeOOXiaHO Ana HagaHHA CepBicy Ta BUKOHAHHS FOPUANYHNX

3000B’A3aHb. KopncTyBadi MOXyTb 3anpocuTU BUAANeHHs CBOIX AaHWUX, 3BEPHYBLUMCH A0 Hac (ave. Po3ain 9).

/. Bawi npaBa

3anexHo Big BaLLIOro MicLs MPOXUBAHHS, BU MOXETEe MaTu HacTYMHi Npaea WoAo BallnX JaHUX:

o [paBo Ha pgocTtyn: OTpumatu konii Bawmx gaHuWX.

o [MpaBo Ha BuUNpaBneHHA: BunpaBntu HETOYHI @60 HENOBHI AaHi.

¢ [paBo Ha BuaaneHHA: 3anpocuTn BUganeHHs Bawmnx aaHnx («MNpaso 6yTtn 3abyTtumy»).
¢ [paBo Ha o6mexeHHA 06pobku: O6MexnTn o6pobky BalLMX AAHMX.

o [paBo Ha nepeHeceHHA paHux: OTpumaTy Balli AaHi B CTPYKTypoBaHOMY chopmari.

o MpaBo Ha 3anepe4eHHs: Bigknukatu srogy abo 3anepeunt NpoT oGpobKu AaHuX.

7.2 Ana xutenis KanicpopHii (CCPA)

o [paBo 3HaTu: [lisHaTuca getani Npo AaHi, aki My 36MpaeMo Ta MOLUMPHEMO.
o [paBo Ha BMAaneHHA: 3anpocuTu BUAANEHHs BalNX AaHUX.

e MpaBo Ha BigMOBY: 3anobirT1 Npodaxy BallMX AaHUX (3ayBaXkTe: MU He NPogaeMo AaHi).

/.3 Peanisauis Bawmx npas

[na peanisauii Bawmnx npae 3BepTanTech 40 Hac 3a agpecoto privacy@keepsilent.dev. Mn moxemo 3anpocuTu

nigTBepOoKeHHs Balloi ocobu ans obpobkun 3anuTy.

8. MixxHapogHa nepegayva gaHux

Bawwi gaHi moxyTb 30epiratuca abo 06pobnsaTucsa 3a Mexxamu BaLLOi KpaiHW NPOXUBAHHS, 30KpemMa B OPUCOUKLIAX i3

Pi3HUMK 3aKOHaMu Npo 3axucT gaHux. Mu 3abesneyyemo BignoBigHi 3axoamn 6e3nekn ona Takux nepegad.



9. 3B'aKiTbCHA 3 HAMMU

AKWwo y Bac € 3anuTaHHsA, 3aHEMOKOEHHS UM 3annTu WOAO uiel MNoniTMkM KOHMIAEHUIMHOCTI, 3B’SXITbCA 3 HAMMU:

o EnektpoHHa nowrTa: privacy@keepsilent.dev

o Mowra: KeepSilent, Byn. Tupacnonsceka, 47, odic 1, Knis, YkpaiHa

10. 3miHn go uiel MNoniTnkun
KOH(PIAEHUIMHOCTI

Mwu 3anuwaemo 3a coboto NnpaBo oHoBnoBaTH Lo MoniTuky KoHdiaeHUinHOCTI B 6yab-akui yac. 3miHn 6yayTb
onybnikoBaHi Ha Uil CTOPiHLi 3 OHOBMEHOK AaTol HabpaHHSA YMHHOCTI. My pekomeHOyEMO NepioanyHO nepernagaty Lo

NONITUKY.

11. BigmoBa Big BignoBigarnbHOCTI

KeepSilent Hagae iHCTpyMeHTV aAns cnpusHHA po3pobui NporpamHoro 3abesneyeHHst Ta chniBnpadi. Xo4a My BXUBAEMO
3axofiB ANng 3axXMCcTy AaHUX, MU HE MOXEMO rapaHTyBaTu 3aKOHHICTb, TOYHICTb 200 NOBHOTY AaHUX, 3aBaHTAXKEHUX
KopucTyBadamu. KopucTyBadi HecyTb 04HOOCIOHY BiANOBiAanbHICTb 3@ BiANOBIAHICTE YMHHMM 3aKOHaM LLOAO

BUKOPUCTAHHA OaHUX.

[ToniTKka NnoBepHEHHS KOLUTIB
Ta CKacyBaHHA Ang
KeepSilent

[ata HaGpaHHA YnHHOCTI: 18 kBiTHA 2025 poky

Y KeepSilent mn nparHemo HagaBaTy BUCOKOSIKICHI Nocrnyrn 3 po3pobkun nporpamHoro 3abesneveHHst Ta 3abesnevyBaTtu
6e3nepebiiHuin kopucTyBaLbkuii focBia. Lis MoniTnka noBepHEHHS KOLITIB Ta CKacyBaHHsi BU3HA4Yae YMOBU LLOAO

NOBEPHEHHS KOLUTIB i CKacyBaHHA 4SS HALLOI NaTdopMun Ta NOCnyr.

1. 3aranbHa noniTuka



1.1 s noniTvka 3acToCcOBY€ETLCH A0 BCiX KopucTyBadis nnatcopmu KeepSilent, ski KynytoTb abo nignucytoTbCa Ha Hali
nocnyru.
1.2 KopucTyroumcb HawmmMu nocriyramu, BM NorogxXyetecs 3 ymosamu, BUKNageHMMu B Ui MoniTuui NoBepHEHHS KOLITIB

Ta CKaCyBaHHA.

2. YMOBW OAn4a NOBEPHEHHSA KOLUTIB

lMoBepHEHHSs KOLLUTIB HAAAETLCS 3a TakUX OOCTaBUH:
2.1 TexHi4Hi nomunku: Axwo nnaTixx 06pobrneHo HenpaBUbHO Yepe3 TEXHIUYHY NpobrneMy Ha Hallii nnaTgopmi, Mu
NoBEPHEMO KOLLTW 3a BignoBiAHY TPaH3aKL,io.
2.2 HepoctynHicTtb nocnyru: Akwo KeepSilent He moxe HagaTy npuabaHy nocnyry Yepes npocToi nnatdopmu abo
iHLWIi TEXHiIYHI NpoBnemMu, CNpUYMHEHI HaMK, Moxe ByTu BMaaHO NponopLiiHe NOBEPHEHHS KOLUTIB.

2.3 NopBinHi cnucaHHA: Y pasi BUNagKoBoro NoABINHOIO CNMCaHHS MU MOBEPHEMO CyMy, Lo Byna cnucaHa noBTOPHO.

3. Cutyauii, Konu noBepHEHHN KOLLTIB He
HagaeTbCS

lMoBepHEHHS KOLLTIB HE HAZAETLCS Y TakUX BUNaOKax:
3.1 3miHa piweHHs: [TOBEPHEHHS KOLUTIB HE BUOAETLCS, SKLLO BU BUPILLMTE NPUNMHUTY BUKOPUCTaHHS MOCIYrU 3
0COBUCTMX NPUYMH.
3.2 HenpaBunbHe BUKOPUCTAHHSA: [10OBEPHEHHSA KOLUTIB HE HAAAETLCA, AKLLO NOCYIY BUKOPUCTOBYHTHCS HEHANEXHNM
YMHOM, BKHOYaoYM NOPYLUEHHS HALLIMX YMOB BUKOPUCTaHHS.
3.3 CTopoHHi cepBicu: [nartexi, 3aiNcHeHi Ha CTOPOHHIX NnaTdopmMax abo nocTayanbHMKax, NoB’sn3aHmx i3 KeepSilent,

He MignAralTb NOBEPHEHHIO Ta PEryrniolTbLCSA IXHIMU BIAMOBIAHUMU NOMITUKAMM.

4. [NloniTnka ckacyBaHHS

4.1 MNnaHu nignuckm

o KopwucTyBaui MOXyTb CkacyBaTh CBOIO MiANUCKy B Byab-akuii Yac Yepes HanalwTyBaHHS 06nikoBOro 3anucy.
o [licna ckacyBaHHsi MOCMYrK 3aNULLIATUMYTbCA aKTUBHUMM OO0 KiHLSI MOTOYHOIO NNaTiKHOrO LMKy, ane noganbLui
CNWCaHHS He 3aCTOCOBYBATUMYTbCS.

o [oBepHEHHS KOLUTIB 38 HEBUKOPWUCTaHY YacTuHy nepiody NiAnUcku He HaaaeTbCs.

4.2 OgHOpas30Bi MOKYMNKK

e Yci ogHOpa3oBi NOKYNKKM, Taki Sk nnarta 3a po3pobKy NPoeKTiB abo iHLWi HeperynsapHi Nocnyru, He NianaralTb

NOBEPHEHHIO NicNsA iX HagaHHS.

5. [Npouec 3annTy Ha NOBEPHEHHSA KOLUTIB



[ns 3annTy Ha NOBEPHEHHS KOLUTIB:

5.1 3B’axiTbCcA 3 HaMu: HagiwniTe 3annT enekTPoHHOI NOLITOK Ha aapecy support@keepsilent.dev i3 Takumn gaHumm:

e [loBHe iM'A

e KoHTakTHa iHdhopmauis

e |oeHTMiKaTOp TpaH3akuii abo HoMep KBMTaHLIT

o [lpyynHa 3anuTy Ha NOBEPHEHHSI
5.2 MNepeBipka: Micna oTpumaHHA BaLIOro 3anuTy Halla kKoMaHga nigTpUMKU NepeBipuTb AeTani Ta BianoBigHICTb
YMOBaM A1 MOBEPHEHHS KOLUTIB.

5.3 PiweHHA: Bac noBiaoMnaTb eNeKTPOHHOIO MOLLTOK NPO pe3ynbraT Baworo 3anuTy npotarom 7-10 pobounx

OHIB.

6. TepMiHM NOBEPHEHHSA KOLUTIB

6.1 MNMoBepHeHHs1 kowTiB B6yae 0b6pobrneHo npotarom 7-10 poboumnx OHIB MICNS CXBaNeHHS.
6.2 Yac, HeobxiaHnn Ans BioobpaxeHHs NOBEPHEHHS Ha BaLLOMY paxyHKy, MOXe BapitoBaTUCS 3anexHo Bif, BaLLOro

6aHKy abo nnaTtixHoro nposanaepa.

/. 3MiHK 00 NONITUKU

KeepSilent sannwae 3a coboto npaso 3miHoBaTH Lo MoniTrKy NOBEPHEHHS KOLUTIB Ta CKacyBaHHS B Oyab-aKvI vac.

OHoBneHHsi byayTb onybnikoBaHi Ha Ui cTopiHLi, @ AaTa HabpaHHS YMHHOCTI Oyae BigNoBiAHO 3MiHEHa.

8. KoHTakTHa iH(popmaLiga

Akwo y Bac € 3anuTtaHHa abo noTpibHa gonomora Lo[o NOBEPHEHHS KOLUTIB YM CKaCyBaHHS, 3B'SHXKITbCA 3 HAMU:

e EnektpoHHa nowrTa: support@keepsilent.dev
e TenedoH: +380665832642

e Appeca: KniB, YkpaiHa, Byn. Tupacnonbcbka, 47, ocic 1

Kopuctytounce nnatdopmoto KeepSilent, Bu norogxyeTecs 3 uieto [MoniTukoo NoBEpHEHHS KOLUTIB Ta CKacyBaHHS.

[ToniTuka NPUNHATHOTO
BUKopuctaHH4a (AUP) ans
KeepSilent

[aTa HaGpaHHsA YnHHOCTI: 18 KBiTHA 2025 poKy



Y KeepSilent mn nparHemo cteoptoBatu 6esneyHe Ta edeKTUBHE CepeaoBuLLE AN BCIX KOPUCTYBaYiB HALIMX NOCAYT i3
po3pobku NporpaMHoro 3abe3neveHHs Ta nnatgopmM. Lis Monituka npuiiHaTHoro BukopuctaHHs (AUP) Bu3Havae
npasuna Ta pekoMmeHaauii Loao BUKopycTaHHs Hawwmx nocnyr. Kopuctyrounce nnatcdopmamu KeepSilent, Bu
NOrofpKyeTecsa AOTPUMYBATUCS L€l NoniTuku. MNopyLueHHs MoXxe NpU3BEeCTU A0 NPU3YNUHEHHS, MPUMUHEHHS gjl

obnikoBoro 3anucy abo LpuanYHUX 3axoais.

1. MeTa nonitnku

1.1 NMonitnka AUP pospobneHa ans 3axucty KeepSilent, ii kopuctyBadiB Ta UinicHOCTi nnatdgopm i mocnyr kKomnaii.
1.2 g noniTvka 3aCcTOCOBYETLCH A0 BCiX KOPMCTYBaYiB, BKMOYauM didnyHMX OCib, KOMNaHii Ta iHWi opraHisauii, Wwo

BMKOpUCTOBYIOTb nocnyrn KeepSilent.

2. 3ab0OpOoHEHI Al

KopuctyBauam KeepSilent 3ab6opoHeHo 3gificHioBaTh Oyab-sKi 3 HACTYMNHUX gil:

2.1 He3akoHHa OianbHICTb

e BukopuctaHHsi nnatgopmMm Ans 3aBaHTaXKEHHS, NOLWMPEHHS abo PO3MNOBCIOOXEHHS KOHTEHTY, WO NOpYLUYE YAHHE
3aKOHOAaBCTBO.

e YyacTb y Waxpancbkux digx abo BUKOPUCTaHHA Nnatgopmu AN CIPUSHHS LWaxpancTsy.

2.2 lNopyLleHHsa npaB iHTenekTyasnbHOI BMacHOCTI

o 3aBaHTaXXeHHS, NOLWMpPEHHS abo BUKOPUCTaHHS KOAY, AaHUX UM KOHTEHTY, L0 NOpyLUye NpaBa iHTeneKkTyansHol

BMaCHOCTI TPeTiX 0cib, BKMoYatouM aBTOPChKi NpaBa, ToproBerbHi Mapku abo koMepLinHi TaeMHUL.

2.3 ObpasnuBa noBeAdiHKa

o [lepecnigyBaHHs, norpo3n abo ob6pasu iHWMX KOPUCTYyBaYiB, KrieHTiB abo cniBpobiTHMKIB KeepSilent.

e HapgcmnaHHsa HeGaxaHux abo HeCaHKLIOHOBaHMX KOMEPLIIMHUX NOBIAOMMEHb, HAaNpuKag cnamy.

2.4 HenpaBoMipHe BUKOPUCTAHHA JaHUX

e 3aBaHTaXXEHHS1 HETOYHUX, HeNpaBaMBUX abo LWKIANMBUX AHUX YK KOAY.
e Cnpobu oTpumatu goctyn, 36upati abo nompioBaT 0cobUCTi UM KOHDIAEHLIVHI AaHi iHLWKMX KopucTyBaYiB 6e3

A03BOony.

2.5 Wkinnusi ait

e 3aBaHTaxeHHs abo NoLIMPEHHN BipyCiB, LWKIANMBOrO NporpaMHoro 3abesnevyeHHs Yn iHLWOro LUKIAIMBOro
KOHTEHTY.

e Cnpobwu 3anamatu, nopywmntn poboty abo ckomnpomeTyBaTn 6e3neky nnatcdopm ym cuctem KeepSilent.



3. OBboB’a3KM KOpPUCTYBaYiB

3.1 ToyHicTb gaHux: KopuctyBadi NOBMHHI rapaHTyBaTK, LLO BCi 3aBaHTaXeHi AaHi, kog abo KOHTEHT € TOYHUMU,
3aKOHHMMMU Ta BignosigawTb cTaHaapTam KeepSilent.
3.2 Be3neka obnikoBoro 3anucy: Kopucrtysaudi BignoBiaaTb 3a 30epexeHHs KOH(IAEHUINHOCTI CBOIX 0OMIKOBUX OAHUX i
3a BCi Aii, Wo 3ailcHIoTbeaA Nig IXHIM 06nikoBUM 3anmncom.
3.3 NoTpumaHHa BUMor: KopucTyBadi NOBMHHI JOTPUMYBATUCS BCiX YMHHUX 3aKOHIB, Wiel noniTnkn AUP Ta YmoB

BUKoOpUCTaHHA KeepSilent.

4. ObmexeHHs, cneundivHi ang
nnatdpopmu

4.1 Kop, i paHi

o KopuctyBayam 3abopoHeHO 3aBaHTaxXyBaTu KOHIAEHLiiHI 0coBUCTi AaHi (Hanpuknaa, Homepwu
iAeHTuikaLiiHuX 4OKyMeHTIB, (hiHAHCOBI AaHi) 6e3 ABHOI 3rogu.
o KopwucTtyBaui BianoBigatoTb 3a OTPMMaHHSA BCiX HEOOXiAHWX [03BOMIB AN NOWMpPeHHA abo BUKOPUCTaHHA

3aBaHTa)XeHUX aHNX YK Koay.

4.2 BukopuctaHHA nocnyr

o bByab-ski kpeouTw, niueHsii abo dyHkuUii, HagaHi KeepSilent, noBnHHI BUKOpUCTOBYBaTUCS BigMOBIAHO 4O HALLUX

noniTuK i He MOXyTb OyTV NepenpoaaHi, nepeaaHi abo obmiHOBaHI No3a NNaTopPMoL.

5. MOHITOPUHT | BUKOHAHHA

5.1 MoOHiTOpUHr

o KeepSilent 3anuwae 3a cobo NpaBo MOHITOPUTY Aii KOPUCTYyBaYiB Anst 3abe3ne4eHHs AOTPUMaHHS L€l MoniTukn

AUP, noBaxatoum KOHMIAEHUIMHICTb KOPUCTYBaYiB BiAMOBIAHO A0 HAWOT MoniTMKN KOHMIAEHUINHOCTI.

5.2 BUKOHaHHSA

o [lopyLUueHHSA Ui€el NoniTUKN MOXe NPU3BECTU AO:
o [MpusynuHeHHs abo NpuUNMHEHHs Aji 0bnikoBUX 3annciB KOpUCTyBadiB.
o BwupaneHHs 3a60poHEHOr0 KOHTEHTY abo Koay.

o KOpuanyHnx gin, AKWo Le HeodXxigHo.

5.3 NoBigoMneHHA NpPo NopyLIeHHA

o KopucTyBayam pekoMeHOY€eTbCSA NOBIAOMISTY NPO Byab-siKi NOPYLUEHHS L€l NONiTUKN 3a agpecoro

support@keepsilent.dev.



6. ObMexeHHS BianoBiaanbHOCTI

6.1 KeepSilent He Hece BignoBiaanbHOCTI 3a OyaAb-AKUIA KOHTEHT, koA abo AaHi, 3aBaHTaXeHi KOpUcTyBaYamu, BKIHOYa4M
X TOYHICTb, 3aKOHHICTb ab0 BignoBiAHICTb L nonituui AUP.
6.2 KopuctyBadi HecyTb NOBHY BiANOBIAaNbHICTb 3a CBOI Aji Ta OyAb-aKi Hacnigky, WO BUHUKATb Yepes3 NOPYLUEHHS Liei

NOMITUKN.

/. OHOBINEHHSA NONITUKU

7.1 KeepSilent 3sanuwae 3a coboto npaBo oHoBnoBaTh Lo nonituky AUP y Byab-akuii vac.

7.2 3MiHM HabyBaloTb YMHHOCTI Nicns ix nybnikauii, a kopucTyBadi OyayTb NOBIAOMMEHI MPO 3HAYHI OHOBMEHHS.

8. KoHTakTHa iH(popmaLiga

AKLLO Y Bac € 3anuTaHHSA YM 3aHENOKOEHHS LLIOAO LiEl NOMITUKK, 3B’AXKITBCA 3 HAMU:

o EnektpoHHa nowrTa: support@keepsilent.dev
o TenedoH: +380665832642

e Appeca: KuiB, YkpaiHa, Byn. Tupacnonbcbka, 47, odic 1

Kopuctytounce nocrniyramu KeepSilent, Bu niaTBepaxyeTe cBoto 3rogy 3 Uieto [MoniTukoo NpUMHATHOrO BUKOPUCTaHHS.

HepoTprmaHHs Ui€i NoNiTUKN MOXe MaTu HachigKu, OnNncaHi BULLIE.

Yroaa npo obpobKy aaHux
DPA) ona KeepSilent

Hata Ha6paHHA YMHHOCTI: 18 KkBiTHA 2025 poky

Lis Yropa npo o6po6ky aaHux ("DPA") € yacTtuHoto yrogmn mixx Bamu ("KoHTponep") Ta KeepSilent ("O6po6Huk"). BoHa
perynioe 06pobky O6pobHNKOM NepcoHanbHNX AaHuX Bif, iMeHi KoHTponepa y 3B’A3Ky 3 HagaHHSAM NOChyr i3 po3pobku

nporpamHoro 3abe3snedyeHHs KeepSilent.

1. BusHayeHHs

1.1 KoHTponep: OpraHi3auiq, ska BU3Ha4vae Uini Ta 3acobu o6pobkm nepcoHanbHUX AaHUX.
1.2 O6po6HuK: OpraHisauis, ska 06pobnsie nepcoHanbHi AaHi Big imeHi KoHTponepa.
1.3 NepcoHanbHi AaaHi: byab-aka iHopmallisi, LWo cTocyeTbCs ineHTMikoBaHOI abo ineHTUdikoBHOT didnyHOI ocobu.

1.4 O6pobka: byab-aka onepauis abo Habip onepaLlii, WO BUKOHYIOTECSA 3 NEPCOHanbHUMKN AaHnumu (Hanpuknag, 36ip,



36epiraHHs, BUKOPUCTaHHSA, BUAANEHHS).
1.5 Cy6’ekT paHux: disnyHa ocoba, 4ni nepcoHanbHi aHi 06pobnsTbCS.

1.6 Cy6-0O6po6Huk: byab-aka TpeTsa ctopoHa, 3anyyeHa O6po6HMKOM Anst 06pobku nepcoHanbHUX aHWX.

2. Poni Ta 0060B’A3KK

2.1 KoHTponep Bu3Ha4vae Uini Ta 3acobu o6pobkn nepcoHanbHUX AaHUX.
2.2 O6pobHUK 06pob6nsie NnepcoHarnbHi AaHi NyLe 3a 4OKYMEHTanbHO NiATBEpPAXEHUMU iHCTpyKUismu Big KoHTponepa,
SIKLLO Lie HEe BMMaraeTbCsl 3aKOHOM.
2.3 Obunasi CTOPOHN NOrOAXKYTECA AOTPMMYBATUCH YMHHMX 3AKOHIB NMPO 3aXMCT AaHUX, BKMOYaoun, ane He

obmexytounck, 3aransHnUM pernameHTom 3axucty gaHunx (GDPR).

3. Obcar obpobku

3.1 XapakTep i meTa: O6pobHMK 0O6pOONsie NnepcoHanbHI AaHi BUKIIOYHO ANst HaAaHHSA NOCHyr i3 po3pobku NporpamHoro
3abes3neyeHHs1, ynpaBniHHA NPOEKTaMM Ta NOB’A3aHNX MOCAYT, SIK 3a3Ha4YeHO B yrogi.
3.2 TpuBanictb: O6pobka TpuBae NPOTAroM ycboro nepiody BukopuctaHHsi KoHtponepom nocnyr KeepSilent.
3.3 Tunn paHnx: KoHTakTHa iHbopMauid, AaHi, NOB’A3aHi 3 NpOEKTaMu, Ta iHLWI AaHi, BU3Ha4YeHi KoHTponepoMm.

3.4 Cy6’ektn gaHux: isnyHi ocobu, umi gaHi 3aBaHTaXyTbCst abo nowwmplolThLea Ha nnatgopmi KeepSilent.

4. O6oB’aA3kn OBbpobOHMKa

4.1 KoHdpigeHUinHicTb: 3abe3neunTy, o6 yci ocobu, ynoBHOBaXeHi 06pobnsiTu nepcoHanbHi AaHi, nignsranu
3000B’s13aHHAM LLOAO KOHMIAEHLIMHOCTI.
4.2 3axoau 6e3nekun: BnpoBaguTyn BiAnNoBiOHI TEXHIYHI Ta OpraHisauiiHi 3axoam Ans 3axXmMcTy NepCcoHanbHUX AaHWX Big
HEeCaHKLiOHOBaHOro JOCTYNY, 3MiHU, PO3KPUTTA abo 3HULLEHHS.
4.3 Cy6-O6po6HMKN:

o OTtpumatu go3sin KoHTponepa nepen 3anyyeHHsM 6yab-akoro Cy6-O6pobHuka.

e 3abesneunTtu, Wwob Cyb6-O6pobHMKN aoTpumyBanucs 3060B’s3aHb, EKBIBaNEHTHUX TUM, LLO BUKNageHi B uinn DPA.
4.4 NpaBa cy6’ekTiB gaHux: Jonomaratu KoHTponepy y BianoBiai Ha 3anutu cy6’ekTiB AaHKX LWoao peanisadii
iXHiX NpaB (Hanpuknag, 4OCTYM, BUNPABMEHHS, BUOAMNEHHS).

4.5 MNMoBigoMneHHA Npo nopyLweHHA aaHux: MNMoeigomuTtn KoHTponepa 6e3 HeBuNpaBaaHOi 3aTpUMKM Nicns

BUABNEHHA NOPYLUEHHA NepCcoHanbHUX AaHUX.

5. OboB’a3kn KoHTponepa

5.1 3akoHHa o6pobka: 3abesneunTu, WO NepcoHarbHi AaHi 36upatoTbes Ta 06pOBNAITLCA 3aKOHHO, a Cy0’ eKTM JAaHNX
noiHopMoBaHi Mpo 06poOKy.
5.2 IucTpykuii: Hagasatu yiTki, AOKYMeHTanbHo nigTeepaxeHi iHCTpykuii O6pobHuKy Lwoao o6pobkun nepcoHanbHUX
OaHux.

5.3 3anuTu cy6’ekTiB AaHuX: YnpaensTu 3anutamu cy6’ekTiB faHux y cninpadi 3 O6pobHmKoMm, e Le 3aCTOCOBYETHCS.



6. [lepenavya gaHux

6.1 MNepcoHanbHi faHi MOXyTb NepefaBaTucst 3a Mexi €Bponencbkoi eKOHOMIYHOI 30HU (EE3) nuwwe 3a HasBHOCTI

HaneXHWX rapaHTin, Takux sk CtaHgapTHi 4oroBipHi nonoxeHHs (SCCs) abo ekBiBaneHTHi 3axoau.

/. AyonTin Ta nepesipKu

7.1 KoHTponep mae npaBo nposoanTu ayauti abo nepesipku gisnbHocti O6pobHuKka 3 06pobku AaHNX 3a yMOBH
PO3yMHOro NonepeaHLOro NoBiAOMIIEHHS Ta B3aEMHOI 3roam Woao obesary Ta vacy.

7.2 O6pobHMK Hagae BCO HeOOXiaHY iHbopmauio Ana AeMOoHCTpauii BignosigHOCTI Win DPA.

8. INoBepHeHHS abo BUaaneHHs1 gaHux

8.1 lMicnsa npunuHeHHsa HagaHHA nocnyr O6pobHuK, 3a BU6opoM KoHTponepa, noeeptae abo 6e3neyHo Buaanse BCi

nepcoHarnbHi AaHi, SKWo 369piFaHHF| He BUMara€TbCA 3aKOHOM.

9. BignosiganbHICTb

9.1 KoxHa cTopoHa Hece BianoBiganbHiCTb 3a cBOi 3000B’A3aHHSA BignoBigHo Ao uiei DPA Ta YMHHMX 3aKOHIB NPO 3aXMCT

OaHuUX.

10. 3MiHN

10.1 Lis DPA moxe oHoBMoBaTUCS AN BigobpaKeHHs1 3MiH y 3aKoHax Npo 3axucT gaHux abo gisnbHocTi 3 06pobku.

KoHTponepa 6yne nosigomneHo npo 6yab-ski CyTTeBI 3MiHU.

11. KOHTaKkTHa IHpopmau,is

[na 3anutaHb abo 3aHenokoeHb wopao uiei DPA 3BepTanTecs:

o EnekrtpoHHa nowra: support@keepsilent.dev
o TenedoH: +380665832642

e Appeca: Kuis, YkpaiHa, Byn. Tupacnonbcbka, 47, ocic 1

Kopuctytounce nocniyrammu KeepSilent, KoHTponep niagTeBepaxye Ta NOrofXyeTbCsi 3 yMoBaMu, BUKnageHnmn B Ui DPA.



YMOBWU BUKOPUCTAHHA AN
KeepSilent

Hata Ha6paHHA YnHHOCTI: 18 kBiTHA 2025 poky

JlackaBo npocumo o KeepSilent! Lli YMOBW BUKOPUCTaHHS BU3HA4YaloTb NpaBuia Ta MNOMOXEHHS LWOA0 BUKOPUCTAHHS
nnatdopm i nocnyr i3 po3pobku nporpamHoro 3abesnedeHHs KeepSilent. KopucTyrounce Hawmmmn nnatdopmamu, Bu
NOrofpKyeTecs 4OTPUMYBATUCS LIMX YMOB i OyTv 3060B’A3aHMMUN HUMU. AKLLO BY HE 3rogHi 3 Byab-sKOK YaCTUHOK LUX

yMOB, B/ HE NOBWHHI BUKOPUCTOBYBATU Hawwi nocnyru.

1. BU3Ha4yeHHs

o Mnardopma: O3Hayae BebcanT, goaaTkm Ta nocnyrn 3 po3podku nporpamHoro 3abesnedveHHs KeepSilent.
o KopucryBau: byab-sika isndyHa ocoba abo opraHisadisi, Lo Bukopuctosye Nnatcgopmy.

o BwmicT: Bkntovae kog, darinu, aaHi Ta martepianu, 3aBaHTaxeHi abo HagaHi Kopuctysavyamu Ha Nnartdopmi.

2. Bumoru oo y4acri

o KopuctyBaui noBuHHi 6yTn He monoawumm 18 pokiB ans BukopuctaHHs Mnatdopmu.
o Kopuctytounce Nnatgopmoto, B1 NiATBEPAXYETE, WO BiANOBIAETE BUMOram A0 y4acTi Ta MaeTe NOBHOBaXXEHHS

YKI1acTu Lo yroay.

3. OBboB’a3KM KOPUCTYBaYiB

3.1 be3neka obnikoBoro 3anucy

e Bwu HeceTe BignoBiganeHicTb 3a 36epexxeHHs1 KOHMIAEHUIMHOCTI BalIMX OBMikOBUX AaHMUX.
o Bwu norogxyetecst HeraviHo nosigomnaTv KeepSilent npo 6yab-skuii HecaHKLioHOBaHWI AoCTyn abo NopyLUEHHS

Oe3neku.

3.2 3abopoHeHi gii

KopucTyBayi noroaxyoTbes He:

o 3aBaHTaxyBaTy abo nolMproBaTh HENPaBAMBI, OMaHNMBI YN HE3AKOHHI AaHi abo koa.
e BukopucTtoByBatu Nnatopmy Ans cnamy, MiLUMHIY YW IHWKXX LWKIAAMBUX AiR.

o [MlopywyBaTn npaBa iHTenekTyanbHOi BacHOCTi abo nowwmpioBaTh koHiaeHUiHy iHdopmaldito 6e3 fo3sony.



4. 3aBaHTa)XeHHA OaHUX

4.1 BignosiganbHiCcTb KOpuUcTyBaya

KopwucTyBaui HecyTb 0AHOOCIGHY BiANOBIAANbHICTb 3@ TOYHICTb i 3aKOHHICTb AaHux abo kofy, AKi BOHM
3aBaHTaxyloTb Ha [1natdopmy.

KeepSilent Buctynae sik cxoBue i He BignoBigae 3a nepeBipKy 3aKOHHOCTI Y/ SKOCTi 3aBaHTaXXEHOIO BMICTY.

4.2 [paBo BracHocCTi Ha gaHi

3aBaHTaxyoum gaHi abo kog, Bu HagaeTte KeepSilent BcecBiTHIO, 6e30nnaTHy, HEEKCKINIO3MBHY NiLEH3it0 Ha

36epiraHHsi, BUKOPUCTaHHSA Ta 06poBKy AaHMX Ans HagaHHa nocnyr Mnartgopmu.

4.3 BUTOKM AaHuX i BignosiganbHICTb

Xoua KeepSilent 3acTtocoBye rany3esi cTaHgapTv 6e3neku, BoHa He Hece BignoBigansHocTi 3a Oyab-ski 30MTKK,

LLIO BMHMKaKOTb Yepe3 BUTOKM AaHWX, HECaHKLiOHOBaHU AOCTyn abo nopyLueHHs 6e3neku.

5. BukopucrtaHHa Nnatgopmu

KopucTyBadi norogxytoTbcsa BUKopucToByBaTtu NMnatgopmMy BignoBigHO A0 BCIX YNHHMX 3aKOHIB i perynsuin.
KeepSilent 3anuwae 3a coboto NpaBo NPU3YNMHATM abo NPUNMHATK Aito 0ONIKOBMX 3aNMCIB, sKi MOPYLUYHOTL L

YmoBu abo 6epyTb yyacTb Yy Nigo3pinux gisx.

6. YMOBIU onnaTtu

6.1 lNnata 3a nocnyru

KeepSilent npautoe Ha ocHOBI NnaTk 3a Nocnyru, Taki sk po3pobka NpPoekTiB abo MiANUCKM, ik 3a3HAYEHO Ha

[Mnatdopmi.

6.2 [loniTMka NoBepPHEHHSA KOLUTIB

Yci nnatexi € octatouHUMK. MNoBEPHEHHS KOLWUTIB HE HAAAETLCS, KPiM BUNAAKIB NigTBEPOAXKEHMX TEXHIYHNX

npobnem, cnpuinHeHnx MNnardgopmoto.

7. OBbMeXeHHSa BignoBiaanbHOCTI

KeepSilent Hagae nocnyrn «sk e» 6e3 Oyab-AKUX rapaHTil, SBHUX YN HESIBHUX.
Y mexax, [o3BoreHnx 3akoHoM, KeepSilent He Hece BignoBiganbHOCTI 3a HENpsAMI, BUNaakoBi abo NobiyHi

30UTKMN.



8. I[HTenekTyanbHa BNacHICTb

e Ycs iHTenekTyanbHa BnacHicTb Ha NMnatdopMi, 3a BUHATKOM BMICTY, 3aBaHTaXEHOro KOPUCTyBa4YaMu, HanexumTb
KeepSilent.
o KopwuctyBadi He MOXyTb KoMitoBaTW, nowwmpioBaT abo 3miHoBaTh Byab-aKy YacTuHy Nnatdopmun 6e3

nonepeaHbLoi NMCbMOBOI 3rogu.

9. NpunuHeHHs ail

o KeepSilent 3anuwae 3a coboto NpaBo NpU3YNUHATM abo NPUNMHATY Aito BaLOro 06MiKoBOro 3anvcy Ha BnacHum
po3cya 3a NOpyLUEHHS LnX YMOB.

¢ [licna NnpunuMHeHHs gii Bawwi npaBa Ha BUKOpPUCTaHHSA NMnatdopMmn HeramnHo NPUNMHAKTLCS.

10. BiglkoaysaHHS

o KopwucTtyBaui norogkyroTbes BiALwKogoByBaTh Ta 3axuwatn KeepSilent, ii adininioBaHi komnaHii Ta cniBpobiTHWKIB

Bia OyOb-sIKMX NpeTeHsiit, BTpaT abo 30MTKiB, L0 BUHUKAIOTb Yepes3 BUKOpUCTaHHs Mnatdopmu.

11. Peryniotode npaso

e Lli YMoBM perynioloTbCsa 3akoHamu YkpaiHv 6e3 ypaxyBaHHS NpUHLUMNIB KOMi3iiHOro npaea.

o Byab-aki cnopw BMpiyBaTUMYTbLCA BUKMIOYHO B cyaax Micta Kuesa, YkpaiHa.

12. 3MiHN OO YMOB

o KeepSilent 3anuwae 3a coboto NpaBo 3miHIOBaTK Li YMOBU B Byab-siknii yac.
¢ KopwucTtysauis 6yae nosigomMneHo Npo 3HayHi 3MiHU, a NPOAOBXEHHS BUKOpUCTaHHA MNnatdopmun o3Havae

NPUAHATTS OHOBMNEHNX YMOB.

13. KoHTakTHa IHbopMauis

AKLWOo y Bac € 3anuTaHHA WoAo LmX YMOB, 3B'shKiTbCA 3 HAMMU:

e EnektpoHHa nowrTa: support@keepsilent.dev
o TenedoH: +380665832642

o Appeca: Knis, YkpaiHa, Byn. Tupacnonbcbka, 47, ocic 1

MinTBepaXeHHA
KopucTtytounch KeepSilent, B nigTBepakyeTe, WO NpoYnTany, 3po3yMiny Ta norogxyerecs 3 UMMy YmMoBamum

BUKOPUCTaAHHA.



